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(57) Abstract: A content key, an authentication key, program data along with an effective key block (EKB) are transmitted by an 
encryption key structure of a tree structure. The EKB has a structure in which a device constituting a tree leaf holds a leaf key and 
a limited node key. A specific effective key block (EKB) is generated and distributed to a group specified by a specific node, thus 
limiting an updateable device. A device not belonging to a group cannot be decoded, ensuring the distribution security of the key 
and so forth. Keys or data is distributed by an encryption key structure of tree structure, thereby providing an information processing 
system and method capable of efficiently and safely distributing data. 



WO 01/78298 Al J Hill Illlllllfl IIII 111 111 f IIIHIUI lllil Hill 1IJ1 lilfllf Ellllfirilll 



(57) 

-**S*M*-7D9f (EKB) hi:*t^ff t5. EKBIt y'J-CD 
(EKB) <fe4figLtiB^Lt, MSf qJtl5^W * £Pg£-T -5 d t #"C £ -3 0 ^ 



WO 01/78298 



PCT/JP01/02866 



1 

mmm 

mzy-uy^ i±i&mmmzMTz>o 

— ^ (JUT\ dft£> £^ >^>y (Content) £n -f># — ^^1©^ 

vYy-Z, &3^«DVD N CD^©^Wf&&I3itJ&ffc£^bT©sftSi#^ 

3ti^>©^®3 >^>y(±, J--f®Bftt5PC (Pers 
onal Computer) \ ^-A»t iot^-^SIs & 3 ^ {iiB11^©^« 
^titS^^nfe t). &i>^y:P C^£ttMlT3B3liW£$l£ll*I©tB^5 ; ;W * N 



WO 01/78298 PCT/JP01/02866 



2 

mmt LTfuffl$nay-A«i» N p c^©t»*BM#&fr£>©.3.-- irjg^ & 

•€» o 

-5 o 

mx&Zo rut>t>, mm* y vm^ft^xm^itznt^jz?-*^ 
—yx&z>hmmgtifcmtei$\_,x(Dfr, mftzntzsg-^fc^ 

^© i ^xornt ^x^to®%&mm^^<b%5£ t £m£tix^z>jii£&$ ) 
z>° ttii^Bt-^-fb^^iis =f— $ (D^mbM^m^z^ibm}!?— *©m-f 
fcizm^z>m^ibm*&&(D<b<Db lx. lEmcDJ.-viz^n^m^bmm, m. 

^fcfcJflV'* bT* ^^fc&V^EJL-iffc.fcSy — *3**-fe;* 

fttHft-T *%©Tf» S. CO*a©^«ll<)ft*SCDES (^-^Bf-^ip : Da 
ta encryption standard) #$>-5 0 



r 



WO 01/78298 PCT/JP01/02866 

3 

m-e&z>o m?li£^— xv- b'ZXjjtLr-fifa&mmzmm u 
ux^e.tifeBi^-'fbSis m-^bUfr^ mm©?* u ^;i/©^-*T-&3^;* 

fiii^ifflt^SSfifeDs ttj£fflACJtf*-*WF-9'fb:sc»*x *<z>«h£«a** 
$SfTbfc&ll#i£m^lt- 5 t'fb$a3i&fT5 o &BBtt£ J:o-tBt-^Yb^nfe^:»{is 

^ © at -^jaiai c ^ffl * n it & mm \z *tm -r § mm k £ ^ t © frm-^mm # rj 

Stl^'fb^i&O'ft^&ft&Ofc&R S A (Rivest-Shamir-Adleman) Bg-^#&S 0 
£©<fc 5 ^Ht-^Yb^^§:*JM-r?)Ci £ iz X tK Hg-^-fb^ > y *JEM^-— If I- 

*t u t © a>fft-9 wti -r a *s * t- a # ajmt ■& § o 

±IB©cfc otazi > r > ^MM X r AX- n 5/ £Bf-!§"flj Ot^- if ic: 

fe^VMiDVD, CD*OlB««IEi*:lc«iWbr*«U. Bg-^^bn 
> ^ > y * ft t % ^ > ^ > y * - * IE ^ * - If © 5* « *K f « «9 J$ < $K 

— &«&-^fb bTjESfc^— if *c«#cU IE^^J--1f©^*s^-r?.^-^^— Sffl 
^J^fi3>^>^$)§v^(i^>5 1 >^=3p-^Bt■^^bb-C?iM^f5 : ^o KIEjEf 



WO 01/78298 PCT/JP01/02866 

4 

3§bj3©I8^ 

ft * SI f £ £ £ £ i «J t f * o 

*»9ifc«SW«*liaS/^y-Att, 1 W±©^^£ftfc7VW ;*^;::fc^•t©#■ 
■g-fbp< y-fe— s??— * feEflrrs* y-fe— ^5*— *mm^m.&, ismy v—mm 

— C^oTlfc^flsbfe^aMb*— :7n (EKB) ftftiftt5i:i:*ts H«f 

ife-^mm^mte, mmk^—^wt (ekb) ©jiiikj;^ lear^-p*— 



t 4* 

WO 01/78298 PCT/JP01/02866 

5 

~G o 

H\ 3>f >^l>5^ •fiS'^f (ICV) W-t'feSo 

mm^mits mmh*— zruy>? <ekb) h s ^^-i?r-nu3>f 

— * Z>tztb(DW.^mk LT&fflWB&ftn >^>y*-h. 

> y * — T- Bt f b b B£ f b n > ^ > 5/ h \z cfc c T m m £ n § <fb 7 s — * £ IB 

■^qTte^^^'fb^— :7n * ^ (EKB) fcWHSrti-;* £3=fi£b-tIE 



WO 01/78298 PCT/JPO 1/02866 

6 

^mmommmm^^y' a©— mummz^^x, *T-=f r 

V^)V-zrit, f;HxlS, t-t7ll> «3ii^g!a«n?©*~©^*$n 

a d % imss^hx? y — 7 ^ ufePtJiy y-*HS© i o©y 

T^^^ns^;i/-7'p ( ii©y- F *-©'>&< fcfc^-f ft*»*M»r LfcMir^- 

Ht-^-fb ufctfaNb*— rrn y ^ (ekb) s^jarsiifc'feCs wm;-\**~- 
\z£-?xm-Bfc Ltz* y-fe-i?^-^ ^^itr/u ^zn^xmrn-rz * v 

#3b<b*~ zfuvz (ekb) ciici^ sif^- f*— %mm?z>Mm; 
s&fc. xmjKDmmmmjjmo-mmmmizjs^x, » % 

r he^m (3 & \,\ x m o n % mm - 1* & -s <, 

3>5 i >^©'f>5 i ^y^^ • ^-aiiy (ICV) "C*So 

mw!iiSim\z3s^xm^(on?>mu*>-X'%>z>o 



WO 01/78298 PCT/JP01/02866 

7 

-fe - =t— $ mm^m t -r x hit- ©ggMs vtzzt tvx 

Hfe^SSKb* — 7"n (EKB) fcB&^<fb* s> Hz *-S>t*-* LTIBfi-T ' 

— K ^F — 2fe S V> U — 7*— \Z <fc ^ TBg-^-fb L ^ $| <f b ^ — Zt 

uy>7 (EKB) jg^f^ — h*^-^<J;oTBg^<bbfe^ y-b-i?^-^ 

$biz, *mwcDmmmffiMfc(D-mMmmizj3^x, ^y^y^t^y^y 

(EKB) S^fJSSfsffcffeWjffiftW-^-^SftrWbrv^o 

£ 6t, &mm<Dmmmmi&fa<D-nMmmizj8},\x. ^y^yyo-f y^^ 



WO 01/78298 PCT/JP01/02866 

8 

ij^-f ■ (I CV) y : — & St&M blTl^ 5o 

* U -7 bfcffifJBs/ «J lo©;-H fti^- Wj&y - K© 

®'j>& < fc«&^rft*£jMffbfc3g*r>>-- mm j - 

©7- H^r-»«^tt'J-7^-k:«fcoTII&-^fl3b&*Sft<b^r-^Dy * ( E K 

n > > y © m-t £ Hfr "T 3 ^ ^ y 7* t ts . 

*lfg£n#;*©#ijt fcffi*bfc*j«©«IB«#iS§ffiv^ fB«#:^ 

b < (±7i(gll^?:^bT^ =J>5 1 >^7 :r — ^©Bf-?-il'e^§r3>^>v3,^_^ b 
< J±B8BE«iak:fflVA5K|!E^r— N % % ^i±7n An — K^£#£jtfb^ — y*n 

&*^>v^-*^mteB^m&irz>MfoT'$>z> 0 mmz, cd-^fd, mo 

«#fc©«3ft±Xtt*l|l±©1S#fl«jH«*s*bfe*©Tf»-5. iftWi, $1 
bTn> ^ j. — # . 7*D^^A^n>i^a. — ^ • klzj y z h 



WO 01/78298 PCT/JP01/02866 

9 

0it:lo<i ^mmtammizx iXWbfrlztezx&Z do 

-=> v^ x m m ■? z> y v — Mf& m x % » 

ffi^fc'&ffl^tt^^Kb^r-rrn y * (EKB) 0«^t0ffe5 o 

(ekb) zmrn LtzmttMtm.^mmM%7jk?mx*$>%o 

m 6 {is ^^^©m^^S^^^ A£:fcttS;ff 3Mb3r-rn y ^ (EKB) © 

K 7 7 CJis *^0J©^f§^a^>^7 i A^j3^^)^^'fb^ — y ^ 

(EKB) <D* P(DMl&*mWTZ>mX$>Z> 0 

m 8 A^tKin 8 b{*s ^ftwcommmmi/XTi* tfefr^^Mb*— zru ? z 
(ekb) ^>7->y*rs 3>T>y&m&xmm~r%7 t -*m!&m*7f; 
--tmx&Zo 

m9«s *mw®mmmmi'x : r&iz&tt2>mmh*~-7v (e kb) 
mi otis ^mMo^mmm^x^A tfcw-s^a&fls*— :/d y ^ (ekb) 

n > ^ > V * SBfclittKtefrt b tzM&Ott Ifclz o ^ xmw? % mx & 3 o 
Ell lAStfBBl IB {is >M8llB©W«&3l^:*^Afc:&ttS£»*ti*-— :/D 

(ekb) iis 3>^>^^-*3S6fd--rs«iasfle*©^«i3i^tti«bfe 



WO 01/78298 PCT/JP01/02866 

10 

El -cab -So 

% isie^m — >r > 7, % 7j% -r m x $> z> o 

0 13fcfc, *»W©«*«l3ffi^^7 i AK:*W-a*Sbfl5^ — ^Dy^ (EKB) 
© 1 ) 3„ 

*fSBI©fll«*!Ii3h>;*5 : - At*lt4tafli*- 7*n y ^7 (EKB) 

© 2 ) 

*m^xm%hib*—zru v z (ekb) n s#f*TS«-r**a 
a^^-r^T-^ So 

iai7« N ^^BJCti^^a^^^ A£:fe^"r^3il<fb^ — y ^ (EKB) 
^Ur-'f -^y^lS (ICV) ©^K^MtSMA C^t^^fl^^-r^T-$> 

^i9{3u ^^^©ti^^La^^T 1 A^fe^s^^ij-fb^r— y t? (ekb) 
i c v&i&*—%witxmmtz>7 : -#Mm£, ^x<ommm^t 
m (*© i ) t-&3 0 

1^2 0 lis ##8W<Z)flMM&31S';*5 t A t*«-**aftYb^r — ^n y * (EKB) 

S (^© 2 ) -e&So 

ia2 1 A^t>*Ei2 iB(i N *&W(Dmmmm^x^&iz&\,^xmmajm-&^> 

r>y • >^^u^-r • ?*y?m (i cv) £^5^ :pfc»i*bfc»-£<D3 
t - Wit* #e £ ft -5 m x % % o 

B22B, *mM<Dmmmmi'Xy'&izi8\,\xmmnsm-&^ >r>y • -o^ 



WO 01/78298 PCT/JP01/02866 

11 

ygf - fxy^i (icv) >7-yyfammfohmzmm~?z>wi&*:m. 

%%To ^yryy&mmm i o«> n y^yy^mm 2 ovm-r^m^u^y^ 

Hf-^b 3 > 5 s - y v ^f—f stf it:^ >^>y&-s^tefcrr>^> b 
3 >^>^©i2M{B!i 1 0 h^y^yy^mm2 0 t©^©^— ^ 

-^yhf0^n!7-i'^lT> £3WiDVD N C D ^CD^ii RTtg^iBil 

K7-f^ if cDfi^iBM^is^ c p uft if (Dmmmmmm.itm'r ^m^-con- y 

#|i^©$lB&£;t LT^Tfc J^o 3 > :r > y ©IBfUM l OO^-^IEm^^ 
LTiis yM U ^MSJjaH 1 2. fUSH]^ 13s DVDs CD^© 

^ =t4 7 1 4^#& & % — is, 3 yg/nai 2 oco^^jxt lt&s 

V±)V=i yVsL — * (PC) 2 1s Jtf— * ?>5VW * (P D) 2 2 N 

PDA (Personal Digital Assistants) ^©£f ^$£§t 2 3 N DVD, CD7U- 

>!y§i«2 0 ©^t^W 3 >-^>ylB*sfl!l 1 0 >5>£$i#;£;ftfe3 



WO 01/78298 



PCT/JP01/02866 



12 

1 0 0 ©Sffdo^D y ^El^^-To IB^W^^g 1 0 0 (i N XiHtl I/F (In 
terface) 1 2 0, MPEG (Moving Picture Experts Group) zi—^v'? 130, 
A/D, D/A3 Wt-* 1 4 1 fefflAfcXiti* I/F (Interface) 1 4 0 , Bt 
1 5 0s ROM (Read Only Memory) 160, CPU (Central Proc 
essing Unit) 170, * U 1 8 (K fBSkftft 195©h*^^yi90 J^U 

cft&tt;** l i o Ki.ko'tffiSfcSfaiEsavo^o 

A!il*I/F 1 2 Otts ft SH«U 7D^7Af©#I 

n >r>>^iit5r^y^;i/i^4§iu i i o±K:tti27f * fcfcfc 

1 1 0±Of ^ i'^MfSfiU ^fflStiH^-rs-. MP E G3-r 
y £ 1 3 Of*, 1 1 0 ^btffi|&$ft5MP E G^-s§"fb£ft&x-#£s 
MPEGr3-FU AtH;& I/F 1 4 0 i^tU^TT^ il £i)lZ, XHitl I/F 1 

4 o ft a 5*^ ^^;H^^mpegx>3- h* l l o±tffl 

AtB^J I/F14 0lt A/D, D/A3 >;\"— # 14 1 *rtj«LTlr> 
3o XtB* I/F 1 4 0«, W^?>il&$ii5n>T>yJ:fC©7tD^i 
f A/D, D / A3>;t-^ 1 4 1 A/D (Analog Digital) 

tl^t-e, &*)vm^h bT, MPEGn — 5*3/^ i 3 o\zmjj-t%kh 
*tc % MP E Gn — 5 s y ^ 1 3 0 frbtDr-f ^*;Wf#£, A/D, D/An> 
^'H lTfD/A (Digital Analog) tfttiCil'Cs 7tD^ifhbt, 

Bt-tM^^l 5 Otis 0!*K N l^^^cDLS I (Large Scale Integrated 
Circuit) ft, ^ 110 £4M,T#j&£ ft 5 n >r>'ytbt0r-/ 

1 1 0±taj*"r*«tJE**fifO. &;fc\ B&#8U1^« 1 5 01* 1 
ROMl 6 0&, !3tM«itJ;-3r«ll$ti5 7n^7Ar- ^SttttlT 



r 



WO 01/78298 PCT/JP01/02866 

13 

-So CPU170lt ROM 16 0. ^ U 1 8 0fcBB«Sttfc:7tiy5AS3S 
*T-r§ C MPEG3-rf ^13 0 -fclgH^flliS^K 1 5 0 & flJj« t* * . 

y i 8 oii, 0s*«n wistt^ns cpu i 7 o asufr-rsT-n^ 

A^>> CPU 1 7 OOttfti&UfcT* — ^fefc^W^tioT^ff^hi 

M«fi3SK:«ffl*ns=¥— fey b &ia«-r*o fey M-ou-tiimnBT-i&Bj 

L) s 1 1 0±fcffl**r* fcfcfcs 1 1 0 Sctf-LTflW&Sft*^ *; 
i'^-*^ B«iftl9 5fctl&LtlBfi**S. 
IBfftftftl 9 5f±, DVDs CD^©^^*^, ftffi&T 5 *;*^ 

El l t^t^ >7->ryEMfll i o n >f>*y5fil! 2 o o^-o^w 

0 3 ©iT©C^t^->A0~ 1 5 A»3>f>yflHII 2 0 ©^©t^W* 
T!»4. t-«tfc>"feKI 3 t^tpgf-> y — (*) m&<D&m ('J -7 : leaf) 

ti -e n © f j t -f ;* k: ffi a -f o 

3{COT-ritJBy (*) HjUc^fetSs. s#© y — 7&t>fr— h^m-s^t-© 

— -fey h^t'JtftKtJ, H3©«TSK:3S"rK 0 0 0 0~K 1 1 1 1 

^ o~ i 5 te-tn-eiisi t) fife y —7 !k S±is©kr 



WO 01/78298 PCT/JP01/02866 

14 

(;]/- V*-) ITt^e. 2§i©$5 F) izmmztitz*- : KR 

HI 3 lzm?y V-mSS,^^x, iilir;H^0li'J-7^r-K 0 0 0 0 
>»-F*-:K 0 0 0s K00, K0 S KR^ftS. t^W * 5ttK0 10 
Is KO 1 0, KOI, K0, KR^fttS. * 1514, K 1 1 1 1 , 

Kill, Kll, KK KR&BfWr*. HaoW-CttT^W^* 
0~ 1 5© 1 6{||©&feSS£ft, y V -MM<b 4&Ml&(Di%ffi<Dttltz&£iM%fi 

d, 7^ * ^>a.p<^ y ^fc^-rsif rc^w ^^snt^?, 0 £ 

*.«0 3©&»t»B^»«\ t^i3^?;W^0, 1,2, 3fcH-«Dffi»«IE 
#*JBV>* 1 o©^;i/-7fc LTiS^I-^o 0!l;Ui, 3 ©jSittTfHA/S iOlz-r 

(i> IM 3 CD^^^HA>7S^fP^. t^b-fer^H^O, 1,2, 3Slo0^l/- 



F 



WO 01/78298 PCT/JP01/02866 

15 

T%£^o nft^;-^- y-7*-f*«*«*— ©ilia«¥©»-&fcM*r 

n©y u — watc^T* bi 3 <k ^ loc^-rc^^ 

13007^00, 1, 2, 3 fcfc Lt K 0 <K K 0 N 

n 0 , 1, 2, 3 <Dfr\znmT Z> Z. £ # qjfl 3 o 0!l 

«ffe*«3aifd-&iiff-r*ii:ft< 5*^^^ o , i, 2, 3 ©^As^McDn 

— ©tS^^nlBB-efe So ifeft 3 >r > ^*-K c o n ^ / - b^- 

KO OtiffbbfelEnc (KOO, Kcon) ^ y h V — if %ftl,X$> 

z^temmmmzmm itr;w * o , 1,2, 3 fciMu-raxfei, ^rw^o, 

1,2, 3©^#> -^-tl-S'frtCDT^'W ^. 13^5 V^T^^ - !" •S^^ y-h'^r-KO 0 
£/g^TBt-#E n c (KOO, Kcon) ^Ut3>f KconS' 
fc#Wii£fcft3o ft*5s Enc (Ka, Kb) liKbSKatii^tlgt 

»*B3jSU fcfcl^Tx t^W * 3 ©mWT^St :K001 l, K001, 

koo, ko, kr##m owjb—)tz±!>m*f2tixnmLi£Z£ifia$t 

bfc*§-£r. S^^A (t^-T^O, 1,2, 3©^;i/-7*) "CaiSM 

©fc&fcfcju /-K^-: KOO 1, KOO, KO, K R £^ft-e*l$r£:&giK 
(t) 001, K (t) 00, K(t) 0, K (t) Rlzmm Is * 0 , 

1, 2 ^©Hff*— Sex.^^IisS^o K (t) aaateu |Ka 

aaOtft (Generation) : t ©Hff T-& -5 £ h S^to 

*»-fb#-— ^ny^ (E KB : Enabling Key Block) i:P?«ti^ y ^ ^-^ 



WO 01/78298 



PCT/JP01/02866 



16 

uvv (ekb) m3 iz^-r U u- 7 fcttjfc-*- 

tiZ. titbit*— ?X3y 9 (EKB) *-I|7D^ ( K R B : Key Rene 
wal Block) i;l¥Kn«C & & 3 <> 

HI 4 A\Z7xHrm$Mh*~~7u y # (EKB) *- F* — © J5*r©*&5& 

m 4 omit, m3iz7*-ry v-mm^cD^nj , i, 2k:*5^t. m-rat© 

(t) 0 0, K (t) 0, K (t) Rtf&S-Cfcb^ ^M-f^fi, Hff^-h* 
LTK (t) 001, K (t) 00, K (t) 0, K (t) R#*Sf* 

o 

TS©«f*fl3#-liv Enc (K0010, K (t) 0 0 1) Tffc*. .Ctlttr 
;W x 2 Oio U — 7^r-K 0 0 10 fc.fc-sTBfr^'fb^ft&Haffy' — p*-— K 

(t) OOltf*!), 5*^*2^ g#©^o y — 7* — £«fct>TC:©WF-3'fb 
U K (t ) 0 0 1 2i#T-£3 0 f^CiDflfcK 

(t) 0 0 UfflUt^ EI4 A©T*»& 2SiOif{b^r-Enc (K (t) 0 
0 1, K (t) 0 0) £m-s§Wtit& H^y^^^^K ( t ) 0 0*»3C: 
h^-eg§„ JBlTJHtfU BI4 A©±j&»5) 2|gg©Bt^>fb^-E n c (K (t) 0 
0, K (t) 0) 4«*U M$r^-b*dr-K (t) 0, H4 A©±*»& 1 SB 
©Bl^b^-Enc (K (t) 0, K (t) R) &*t^LK (t) R£ff3 0 - 
2k rnOKO 000. K 0 0 0 1 tt, ^-^-KOO 0 fi^ff 
^tlT^lT, Sfr^- K*-h LT^Iftott, K (t) 00, K (t) 0, 
K (t ) RTJ&S. *K 0000. K 0 0 0 1 tts BB4 A©±*6 3©B 

«)»W-Enc (K 0 0 0, K (t) 00) MfU K (t) OOtftfl 
b, ]tXT, M4 A©±fr£ 2@§©l®-5§<fb3r-E n c (K (t) 00, K (t) 
0) £f*5U Mfr^-K^-K (t) 0, 04 A©±*5> l®a©Bt^<fb*— 
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Enc (K (t) 0, K (t) R) Sf^bK (t) R£^£ D d©£5KbT. 
vWf;*0, 1, 2«MgrbfcilK (t) R^HSdttf-e^.So fctfcx 134 A 

H 3 U-a5t<D±{iL^£D^- H^r- : K (t) 0, K (t) R©H§r 

tf^M^&tK V — K^r-K 0 0 (Z)»©H«fil0.aA«*»STJ**»-&k:t±N I4B 
©:&8Nb* — :/n y * (ekb) Sffiv^acfcTS SMff^ — K*— K (t) 0 0 
S^-f^O, 1, 2 IcBE^T^ d 1 3» 

^-rrtosvw * o , i, 2, 3#&*BB««f*:fc^T:i3&> *rfcfe#»© 

K (t) conis^Stife^htS. £©i:^ f^WxO, 1, 
2, 3 - F*-K 0 0 bfcK (t) 0 0 fcffl^TSffc&tta© 

JBJBfn : K (t) conSHtfbbfef-^Enc (K (t) , K 

(t) con) &m 4 B izm-f E KB k. h ^IzM^pT §«> CI ©IE*[nc J; t) , 

t&b^, r/H7 0, 1, 2ttEKB*jJliLt#feK ,(t) 0 0 £/§OT 

±8Bnt-^2:ft«^-rft« % t i$jSnf©=i>5 t >y=¥— k (t) con^Kt 

05i3> t B#j&-e©n y 3r — K (t) conlH5WJi:lTN K 

(t) 0 0 ^ T#f 3 >^>y*-K ( t ) c o nZm^ihlstz? 
-#Enc (K (t) 00, K (t) con) t M 4 B IZ&T E K B £ ^mmm 
bTg^f bfc^A-f * 0 ©^.a&^f-.o ■r^to*>EKBtckSBt-^'fb^ y 
t-^r-^53>r>'^-K (t) coni:lfeflt*4. 

B5t*tJ:5Kx T^W^Ofcju ge^^M-teM^ftT^smft : tB$j£© 
EKBfcl^^feMlt^^;- H^r-K 0 0 0 &Jf ^T±iB Lfc El«© 
EKBWCi^ y-h'^-K (t) OO^WS. ^-ffbfcjgff 
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y-K^r-K (t) o o zm^xmm? >^>^^-k (t) conmu> 

[EKB07 — h] 
HI 6 £W$tfb* — :/d *j t> (E KB) 07*-v y Ym^TF-t* Jl — *?a > 6 
0 »^-yD-^ (EKB) ©M-^a >*^-r»S8^Tfa&«. 

v 3 y l&mffi © E K B %mm T % mm t n > 9- > y t (Dttfomffi & ^-?$tm 

£f|o 0 =rzr^\±, %i%bfc5—7uy? (EKB) ©iB^^Or^W ^ 
PSJBf y*-©»M»*5%f-. 7 s — >^ 6 0 3I± N tSJM-^Dsi^ (E 
KB) 4>©5*— ^^Offig^^-r^^ >*T& £> . 6 0 4 fi^^gp 

©4£g. >f> 6 0 5fc*W£©&g£^t-#-f >^-C-^-5o 

©tlii!&^t^ytfeSo £©# Wit-S-fr — )l%m 7 A7JM0 7 c%m^ 

xmw-rz>* m7 A7bmm7 ct-«, ^-#^LTft£ia4 AT-iaiELfcW$Hb 

^-r/Dy* (EKB) *3a6#-r<5f»J*3% Itl^o £©B#©:r — i7B 

hy7y-h-7^U^ttS, h ^ — ©Mff^— K (t) R ifi 

ISOT-^Enc (K (t) 0, K (t) R) fi N SI 7 A ^ U — 

■ftiLWlZ&Z> 0 £dTf N &©^— Enc (K (t) 00, K (t) 0) X 

#0, &VNi§i^f± 1 #&S£ftS. {£ (L) ^ (R) 

TiS^^ixSo llgCr-^Enc (K (t) 0, K (t) R) ©SCH;?- 
*#&3©T% L#^=0, fcfcttT 5 -***^©-^ R#^=li:&3 0 «^ 
^T©^-^(C^ ^^ag^^tlx 0 7 CfC^-r^— ^^J. S^^^j^^^tl 
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T-«nc (K x x x , Kyyy) #V U — *HS© fcttB bT 

v^©fr£^i-fc&£i&j££fts<&©T-;&3o 9— * as Jt a ^— # 

Enc (Kxxx, Kyyy) . . . IHC^ftjnft^r-CWJT-^ 
fcjflgfeV^T?, ±xlibfe^^t < J;o-t7 ; -^ J: b-C»iW$nfcB&-^'fb=¥-©y 
U— ±©tt»*flSURlffii:bfc*©T«»*. ±ai/fc*y*ffl^ftx ft©H4 

0:Enc (K (t) 0, K (t) root) 

00 :Enc (K (t) 00, K (t) 0) 

000: Enc (K ( (t) 0 00, K (t) 00) ) 

Bl 6 t^M-oTx EKB7 * — v y V Covnt^ £ fcttBH-ra. ■ (Signatur 
e) J4 N m%Mb*— 7xjyp (EKB) ftfSff bfe^J^.«St©a-fe > * . n>^> 

^tt**lftBEK:J;oTiESa:**&fl3^-^D y * (EKB) SSfin&tffBfr'bfc* 

m^p-7d>^ (ekb) tssttg-r-So 

[E.KB£<£ffl bfen V^V^^-S^n >^> S/.©fB«] 

iM-fb bfen>^> ekb t k-^xm^-ih Ltz=i>^>y*-m-%m 
m 8 ARvm 8 b ^^(D^—^m^^To ms Aizw-rmmiz^^x, En 

c (Kcon, content) 801 (is 3>^>y (Content) £ n >5=- > y 
3r — (Kcon) TBf-^fb bfcT 1 — *T?& t>x Enc (KEK, Kcon) 80 
2 ■3>r->V^r— (Kcon) £3>^>y*-Rg-5g-* — (KEK : Key En 
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cryption Key) T-Bg-^-fb L fey 1 —* Xfo b , Enc (EKB, KEK) 8 0 3li, 
3>r>>3/^-^^-KEK§t^bdr-7D>^ (EKB) iz <fc -> TBg-^fc 

Z.ZX', ^>^>lV^r-Bt-tdF-KEK{i, El 3 f^-ry — K^r— (K0 0 0, 
K 0 0-) . h*- (KR) @»T^otU<> S ^ - 1**- 

(KOO0, K00-) n h*- (KR) <k o TH^ft 2 tlfc 

EI8B&, ^©n^tr^tf*^ 3Pfc:t3ii£*K ^ft^fttfUU b E n c 
(EKB, KEK) 8 0 5 %m%LX^Z>m-&(DMmm&m?-, 
fcfe^TfcU ^-^fcliObEiic (EKB, KEK) £ftfflnt~& £ < N E 
nc (EKB, KEK) C U > * f § U > ft £ ^f- =r — $ *&=r — * IzHtUT 

m 9 £r7>5r>y*-Bt-^*-KEK£, !2! 3 twt^- K^-K 0 0 ^M^f 
UfeSff^- >**-K (t) 0OhLTt^bfel^©«§^t„ £©*§-£k © 

— ^ (Sflt) ^.titl^JiLt, m<DtT)\s— 7<D* >;\\ -r^fr*^ t^W^o, 
1, 2 t^f 9 \Z7jkT^®l\j3-~-yu y p (EKB) n>er>5/^— 

(K c on) £=J>^>y3r-B£-*g-3r~- (KEK = K (t) 00) T-Bf-^bLfc 
r — Zt, ziy^yy (content) ^>r>'^- (Kcon) ^Ht^-fbbfe^ 

0 9 ©£08113 fi, 0 lz#tfzm-%^m*7rsVX$>%o r;H^0ll 

^Ts S^bfe^^-fb^-^D y g#ffl^^1-§ 'J-7^K0 0 0«ffl 

^fel^ltiDs 3>^>^dr-Bf-#ap_ (KEK = K (t) 00) 
1--5o K ( t ) 0 0 \z&%W.-%lz£ bn>T>'^-K c o n£&f# U 

^f»^n>^>^^r — Kc o n£<fc D n >^>^©^-§-*frOo £ne>©£Q.3IK: 

ek = k (t) oo) t&vimtte mmiziyTyyiamm-? 
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m 3 \Z^irft(D^)V— 70)7*}^ j 7, 4 , 5, 6— l± N ^©IH^HCD^ — ^ (EK 

t 1 ^^^ — (KEK = K (t) 00) 3 d t t & V>. Hit 

\Z U * Sftfe^W * 3 fc^T^ @#©^^T ^ U — 7^ — N y— K3r 
n >^>^^r-B&-^=¥- (KEK = K (t) 0 0) %t t^ilhtft* 

iOi^t, E KB £*iJJB bfcn V^>y3r-©IB?££fl!^ft{£s ^-*S£ 
(EKB) s 3>^>y^~- N Hff-^-fbH >5">y£D VD. CD 31© 

E««fric*&* | !ibT3.--"*fte*i{ft.t-scik , bWI6-e**o £©*§-£. iSflfcjftttk:- 

-/D^ (EKB) ©MfcJ; Df#£ft33>:r >y*-£<£/B-T3 J;5£« 

piss b fe n y t- > y mtf itmm nm^-c -$m wis £ & 3 <, 

i o izmmmmzm^ih^y^yy tt*>\zm%)ih*---7u (ekb) 
^^SWbfe^^^J^^f o Hi o {c^t-^t*5vvr fi> mmmwiz^y^yy c 
1 ~C 4 $ 3 ^^^^fc^tJfe-r^©^^)^^— :/o 

(ekb) •^nmnntz : r— $ 'ifi&mztis $ t>izj*— »;g >M©*3$Mb3p— ^* 

D'^ (EKB_M) * s te#fl£ftTVN3o «^[iEKB_lli3>T> i yC 1 £ 
Hf-#'(bbfen>^>^^r-K c o n 1 %£j&?Z><D\Z&m$ti. 0miEKB__ 
2tt3>f>yC2 Wftlfe^V^VS'^K c o n 2 S^dSf *©fc«JB 
£ft-g>o £©#|-£"f£ N ;\* — 3 >M0*$Kb3r — :/D y * (EKB_M) ifit&m 
mmzmtic!tiX33b, 3>^>yC3, C4iiW^-^o^ (EKB 
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m) £>nr^ 3 ©t*s ^$tfb*— fuyv (ekb_m) ©m-^-tj; 

f)n>^>yC3, C4(D3>r>y#-4aftt4:i:*itS«, E KB 1 N 

HW&ftC^BftEKB.l , E K B 2 "T * £ £: jP&Kfcft*. 

EI 1 1 A&tfEl 1 1BC S «»©5^W ^^T-n >f >y*-4«»at5*^ 
©EKB**!lJfl bfcn >^>^ar-cD@B{f ft*© n > S> *-M4&31© 
Jt««£5*:*-. Ell 1 A#t£3fc»JS6T?* Ell 1 B # #»!»©;& 3Mb ^-^D 
(EKB) £*Uffl L£#!lT-&3 0 fc*, HI 1ASVH1 lBt:*V>TKa 
(Kb) «\ Kb$Katit-§{bLfer-^T?^§Zi:^^t 0 

^^«©Wf-9'fb«Iiak:fi6fflt-a"fe vt/a K s e s *fttt«fe»fc*r;t 
■< *mte&\,\x. mmmm%.vm&mmm (AKE : Authentication and Key E 
xchange) $£frb,. ffiSE#jsfti£ bfed ft^fefli £ bT-fe y S> a >3r — K s e s *C 

0!*ttigi 1 A©P Cfcfc^TfcJu flbfetr>3 >*-Tf«H^rt3 Ufen > 
:r>y*— Kses (Kcon) Hr>,3>^--etf UKconm: 
h^njll^fe bs $ £> tWfbfeKc onlPC eft©«ft5«#^-K s t 

HllAfc^T, 3>t>^7d;W^> @1 lA0|Bir;Hxl 10 

lEtsi^ ei i i At^t KBBEiaia&iifTU, ^*i^*i©-fe y *>a > 

* — T*n>5 i >y^r-^Bt^b LTBB«"r * ^ o & jHS#<&g £ & -5 „ 

* o -fe y ^> 3 > ^ - ^ ffi V n ^, C T* ^ b n > ^ > !y - ^ U T 3 > > 

— Ml lB\Z7FT^$h<b*--7£t y 2 (EKB) £fiJJB LtzMlZjS^X te. 
3>T>y7DyH^?,t^b + -7Dy ; ? (EKB) fc x *$Kb*-:7ny 
£ (EKB) ©MIC «koTf» &ft-g>y- K*-, XW-h*-CioT3> 
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f >^^-Kcon§^ftLfcr-^ (I©Wttt K r o o t (Kcon) ) 

k c o nmiriiiiitsi: 'fctfRTfi&Kfcao 

bfe*«7tN 0J*.«iai 1 B<0*«Ki<0^fUffl WtB&^^Hb^-^n y £ (E 
KB) &£j#bT. ^©^^'fb^r — y ^ (EKB) ^ N ^ © E K B *fl.3IK: «fc 

©£/$. ■fe>r>a — £<J:.g>n — K c o ncDBg-if-fb^S h o fe$Q. 

aSHfr-rscii:^ <, 5£K:lEiifc^;W;*fc^bT©*«fflTirtBfc:3>5 t > 

ihfc^TffiSiat&fctfSSrtb^—^P y * (EKB) S^LT^ M"T*i:i: 
>^>y % c i: #nJtg£&-5 0 
[tMb^r-^D>^ (EKB) *ffi/8bfcfRfflE=¥— ©BBfil (ft®^^ 

'56) ] 

±m<Dmmb*— 7n y ^ (EKB) b&T* — — ©1MB £ 

&^Ts XP^-efe^l^n-?)*^J'fb^--^D y ^ (EKB) StFn^r^ 1 )' 

^iE3 tr-3&»*fiR$ti*WIBtt**ft*. btfis ^-^USS!^ 

+ a k e Sl»OtM*-^n y ^ (EKB) bTT^W * 

H12t, #»»*-^#5tfc/fl^fcfflSBBE£$fe (IS0/IEC 9798-2) 4^1". 
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0i2K:£^-ty\ XMnv&tt&t vx d e s &m^tv^#, &mmm^Ji 

tRb^U RbMSBffllDt^^ID (b) ^A^^Mf-So Ctil 
Sff bfcAteu «f&K 6 4 h ©SLifc R a b. R a, Rb, ID (b) 

a«Tf*«. DESCCBC?- KSffl^fcttK abfcJ:3M<fb«iai 

DE S ^-^•'fboPlC^V^Tx UK a b &flJ^TH&-5<fb U ^XEllSjJU tK 
tfTH^XE 1 l:R bO#flfeWttiiBi**«iv D E SHf-st-fbgBt&VNT, UK a 
bZm^xm^fcL, Hff-^ScE 2 44^U 3 MJ:E2i:ID (b) © 

£M&«/M»&:£#k D E SffiF^fbSPfcfc^Ts iKab$«HTB|ffbbr4 
fi£bfcB#-^;!i:E 3 fct «k otilr-^ (Token-AB) §4^t5 0 

mm?-ftizfem~fz>mK a b (bse*— ) TaHt-fb-r*. &m5 ! —*<DWib% 

tfettx IMXE 1 &KffiE*-KabT?trS'fbU a»Ra£»3.&fc % 

Bt-^^E 2 £§g!iE*-K a bT-^-fb U €OgSi:E 1 <Z>£MbttttJ3ffl&$tt> N 
RbSf^.itfc, Wf^AE 3 SBffi^-K a b TJ«f ft ^(DffimtE2 

<Dmmmmmm%&®s id (b) *mz> 0 iHti^n&Ra, id 
(b) <D6%. RbMiD (b) i>\ B&mmvtzi>(D£-3k'rz>ip®im-rz> 0 

IfctBBu BKStttffltS-fe y J/ a >^r— (Kses) ££j$-T3 
*S(*n ajR*MV>S) o ^bTs Rb N R a N K s e s DES©CBC 

C 5 bTff fejifeR bs Ra, Kses®|*K RbOTRatf, A^Ibfe^ 
©i:-SStr§^^BE-r^o £©&SEKjao;fc»-&, Ai±B£IEii$&*)©t bTfg 
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be s&» 5fe ifc bfc* © ur*aaft 

±jffi©Kf£«13ffit3*^ , rH:> A, Bfc*tt»©f8iE3r — Kab&#tf £© 

&SIftK a bft±x£©:£$Hb3r— :/D y % (EKB) ft{£ffl bT t^W * £IH{g 

fliilli. 0 1 2©0!It?«u A, XI±B©v^ft*#ft##«^fllfc#&'fb*- 
-7D^ (EKB) S4^Lt4^bfetM + -7D5'^ (EKB) tio 
T|giE*-Ka bftHg-Sffls bT> t ** * 4ft /$ fc IT * <k l> b, * S vMi 
fjl 3##tVW * A, B t^bT3K^A s fiJfflpJHg*W^fb^r — s» * (EK 
B) ft£j$b-£^-f * A, Bl;Mbt4ibfcW^7D-^ (EKB) 
CfcoTBBE^ — K a b SBf-^-fb UTi3«-T S#J5Bi: Itt <fcv> 0 

El 1 1 4 fcfcjR©^^ *H#ii©RfE*~ K a k e ft^rSfc-fb*— ^ 

n (EKB) tiotlBM-rSfllJSftftlS^-r. El 1 3lir;M7 0 , 1,2, 
3 fcfcT bT«-s§qItB&!ltiE*-Kak e ftlBM-T 0 14lif/W7O, 1, 

2, 3 tJ'ffl^W ^ 3 ft U -(1*180 bT-^W * 0 , 1, 2fcttb*t©# 

a-^- RlfiB * BiE * - ft IBM 1" 3 #!l ft 5% T c 

HI 1 3©0im±, S6«f> — K3f— K (t ) OOti^-C^ igBE3r— K ak e ft 

us-^-fb bfc^— 9 1 h *».Cn o , i, 2, 3 fc&^T^n-en©^-^ 

U~:7*-ftffl^TH$r£Hfc^- K*-K (t) 0 0 ft^-JfWtl 
ft^^Hb^r-^n y ^ (E KB) Sfbd&bTMTSo * ft*Jx©5VW * (is 
0 1 3 ©*«KlS%-r cfca E KB ft#l31 tSCtCADs M$t£ 

tife^-K^— k (t) o oft^ffbs atfcbfey — p*— k (t) o o 

«fflV>TI«-§-fb*ttfcKfBE*— :Enc (K (t) 00, Kake) ftflMfbt 
ISEE^r — K a k e ftffSC # rJhB £ & €> , 

^©ft&C^/W;* 4 , 5,6, 7 --tiia— ©^aKb*— ?"D s> * (EKB) ft 
filt*SS£DMt§;-F*- U-7^-t-«s E KB ft#L3IbTS#r 
SfLfcy — K* — K (t) 0 0 i&lRfftiC k#T-£&^©T% g^tjESfcT* 
; W ^ k: *f b r © * S HE * - ft SSf* f S C ii # t* ge £> . 
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t-ftto-fex r;w^o, 1, 2 £:ftbT©&m^Wi&&;£3Mb*--7 r ti y >? 

(EKB) fe4l*LtiBtUfe«'7ffe4. il 1 4 t^-T^^-fb^-^D >^ ^ (E 
KB) fc N sgffi*- (Kake) fcy-j**- (K (t) 0 0) fBg-^-fb bfe^ 

^ 1 4 m^^MteyFLXfrZo X 0, 1 , 2 ^ 

^bfc*i$tfb*-:7n y^frftglofiittS 'J-7^-xii;- 
ftVL-99&miz& Mf^- f**- (K (t ) 0 0) S^ff-T^o K 
(t) 0 0 DKSE*~K ak e ftSKfit-a,, 

E9 3 :7©^;W * 4 , 5, £ ©p]^©^— ^ (EK 

V-K^r- (K (t ) 0 0) ^Mt^ct^t^^^o Otitic U*-*£ftfc 

p*- (k (t) oo) JEmtammzmrzytJu * 

z<D£oiz s e k b %mm comMzm^Mg, 7— *«£4>&< 

i£:mmmmbm%)ih*-7 r u ? v cekb) &Mb£:3>^>y^-© 

mz^ &mmmmtm%}fc*-7'u * ? (ekb) ^iu3>f>^- 
(ommmmiz-o^xmrn^-^o tt N fiH«nt jst«*5 1 e 0 ty^m©* 

4kfflmm^J5#,h bTE C Cfcfll^TVN* # N [l^^i&liiiHt^^^T- ifefttt^ 
■TnT'*<fcVNo «U">f ^-fe 1 60tryh-Cfc<T«&«fcVN. g|l 5 

sfc-TBtf, 6 4en©a»Hb*4j4u AfcSIHi*-*. Cftfcgfi bfc 
fffetw6 4 K31 h©a^Raifc^^^p J;t)/jN^VNa^Ak^^fi6t-§o 
^-7*'f>hGSAkj5LfeAAv = AkxG4^ Ra^ Rb, Av (X 
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mnhYmm a. sig^Mi^ A<D&mmmwmtt<b 

YMl****l-"?ft 1 6 0 try hT-feSCDT*. 4 8 try Ml^ttSlfl^ 

A©&t^HEI"J§»x Ra N RtK A v N t^iSA. Sig^SibfcBli^ 

— SScbTV>fc»-&fcl4s AO^H^aEH^tfftcDS^^S^I^llE^tD^^ilT-^ilE 
bx A©^^IS^^!3 at*. ?ttv "RDHJbfeA(0&.W«-|cfflVMB^*«A. 
Sig &$&!EE*f"-5 o 

G^Bkfibfe^B v = BkxGS$J6s Rb, Ra N Bv (xm^tYMU) 

B©^^itiEBJSx Rb, Ra s A v, m^#£B. SigSSj&bfeAfts 
BtfMbt^cRa^ A#£j-Sbfe*©fc— 3cTS*M!*tt*"5. ^©JglUx 
— Si b Icfci:, B©^ri«l!EW«rt©«^4i**BIiEjS©&IB«lTf«BE 

b. B<D4kMm%m DtB-To -€bTx ItxD ffi bfc B ©^gilt £fl^fft^g£ B • 

s i g.*iftiE-rso n : ?m%,<Dikm\z.i&%j\sit&* A"*B-£jEiSfc%©i:b*tK 

So 

]^#* i ^iE^^-^bfe^^^tts BiiBkxAv (BkliSL Avttl 

o &t>3^ Y^fr^Hr y >||££^b--r4> .fc^bx Tte6 4ty 
h*C>*t <T* J:^o fc&x fflSBfiE«©»«"»«fc:fc^Tfz^ 3lff t*"-* fci-fe y 

fix ffis^EE^^^bfet)©^ Lxmm%ym?z>o 

HI 6K&H«BKi:*M+--'Dyi' (EKB) bfen^^i/y-Jf 
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>^>y=£ — E (Kcon) fc x ^SScfb^r— y ^ (EKB) il^PCPI©! 

P Ctt-feyJ/g — T?Mftj£ftfe CM^- K^-tCtSBS-^fliftllfTb 
ferj>rr>y*-E (Kcon) fc N tf 8&<fb*-:/D y * (EKB) ] £-te^> 

[S#fy — h*^— £ck3B§^<b£|lfTLfen>^>y^-E (Kcon) 3f 
Sft-fb^-^ny^ (EKB) ] Stft4ati^3>T>>^-Kcon 

«f^— K — «fcSB»-^<b*Hfif U fen ^t 1 ^ 5/ ^r — E (Kcon) ^^-fb 
* — (EKB) ] #3Hf£*T,3©-£% 09iUis J — h* o 

[7D^7A3-H©fift + -7D>y^ (EKB) £{£fflLfeBB*l] 

±mL*:Mx*iZs mm*~-mzmm4b*—-7xi * ? (ek 

B) SfflV^TM'fbUTffifi'r3#$£&ittl|BLfe# N i^&7n^7An-ft§ 
*3Mb* — :/Ov* (EKB) fcffi^TMrSflljfcfcTO'C**,, -T&fo-feE 

H17fc7B^7An-l<ftt»flj*-^B5'f (EKB) ©fli* fcJMJ&r^ - 

— 7uv9 (EKB) fc N (EKB) fc^ftti* Jgjf^— K 

*-c»*»iiferD^7A3- ks^w* i 7 o 2t3^^-r^ 0 

1 7 0 2 ttg«LfcE KB SMLTMSff^ - K*-*8tf»LTs $ 6ic«t#U 
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m 1 7 temtMXte, 3 61^ ^/W^ 1 7 0 2 C*V^r«l»L&7'D^9 A 
n- KlCi^^S^^fi 1 UT. * ©IS* $cx>t-f* 1 7 0 1 KigLT. f;H^ 

1701 ^©^m^s-iv^ £ e> tia^i^ts^^^ut^So 

:Oi5C*»ft*-7Dy^ (EKB) £ s y ? (EKB) 

CjSSM 3>f>»yt»t«f xf (I CV:Integrity Check Value) £ 
y^lit(ICV) ^SilTv 3 >^>y£*fjSft-ttT. I CVOtlCctDs 

3>^>w©-f >f^Jf-f • ^-xy^tf (i cv) 6t s ^jx.^=j >T>iyc 

ftf-S^ y J-H^^fflV>Ttf-#$n. ICV = hash (Kiev, CI, C 
2, •••) {w^oTtf-^^tl^o KicvtiICVM^r-t2&§. CI, C2I4 

n >r> ycomW.X'$> *) , r?>^>iy©aSti^©^ vfe — S>RfE8F-§- (MAC 
: Message Authentication Code) i^f 
D E SM«ia«tfi6«ffiV^feMA C|t^jsft«l*ia 1 8 twt. EI 1 8 <Dtifj$£ 

^?*-y*MK M 2 N • MNiitS) s £t\ #JJ*mi (Initiafvalu 

e (ur, i vi:-rs) ) i:M i <z>$.ttttifti*ii&$tt* (^©^ifi* i i Ji-r 
a) 0 i ude smr^<bs$cA*u §t (jwTs k 1 tti>) &jiw-£H£ 
-^Yb-rs (a^^E i £?-.&) o is»Tx e i t.M 2 <Dm<&t&mmta&&8>s * 
(Dtatii 2|de sHr^-fb^A^ mK i zm^xm^itirz cm^E 2 ) . 

X £fcE y-fe — ^ffgHE^^- (MAC (Message Authentication Code) ) £ 

& 3 o 
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ffi^tnVr^i'OOr^'jT^ 'fxy^f (ICV) ^$ti§ c 
>^>yfc:3£t5^r^Lfe I C V££I£®<LT|b1-0 I C VA»»fenn«3> 

[^aiy^lS (ICV) ©£f£3r-K i cvSEKBKioTIB^tii 

fife] 

3>T>5/0^>r^Uf ^ 'fxyj^fi (ICV) £/$^-T?&3K 
^y^ffi (ICV) 4^ + -tLfc«iiJT^5, 

£©3>5 L >y©afcK©M£t&fE-r3fc#>©^ >T^Jr-f • ?-:cy*te£fifc 
^Kicv^|M-;n^ (EKB) K<fcoTKMf S*/ig0!*ii*-ro 
Bigii^M^O, 1,2, 3 fc*f LT«§^j|ftfx y ^ i4U^-K i c 
v*ffi«-T*0!k 02 014^^0, 1,2, 3 pf©^^^ 

i c v£IEjf -T <5 0!l£^-f o 

Bll9©«TJtt x Mif^-F^-K (t) OOCi^ 
Kicv*«^btfer-*ki:«t N r^7 0, 1,2, 3 fc&^r^n^ 

tlffltn;-^-, y-7^-&ffil%TJi«f$nfe>'- K*-K (t ) 00 
*«Mt&fc#3&fl5*-:/ny* (EKB) ^^fi£LTiEM-r^ 0 ^ft^ti©^ 
;W*f± s HI 8©*fl9t^^-J:5U:*rs EKB^I ?ZZ£lz£ 
HSrSftfey-K^-K (t) 0 0MU m^bfe^-h*^-K 
(t) 0 0*fflV>TI«-^fl3*nfe^3i«y^tf^jjg^- : Enc (K (t) 0 0, 
Kiev) SI^LTfx-^f^^-Ki c v^ff^ii ii^Wtgh^^o 
*©ffll©5VW;*4, 5,6, 7-fc*E— ©*8&-fb*-:/ni y * (EKB) * 

srauTfee&cfttf-ra^-K^-s ett, ekb itm 

^tifcy— h*^-K (t) 0 0 SBlflH-SifctftfS&n©*^ gc^KjE^ft^ 
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09* 4. b u * (SMIfc) £Jxt^3 k bt> tib©iOi/— r«>* > 

(EKB) ft^J56bTKIBbfe«|7?35* 0 B2 0^tfM*-7ns»^ (E 
KB) fc N ^ y *iit£j?S*- (Kiev) fty- — (K (t ) 0 0) ~cm 

H2 0©*«fcfcJ\ tfflS^lti&S. r^W^O, 1, 2 14 N £1% § 

fem^$aa^<fc bs H&f^- (k (t) o ox *8t»-r*« k 

( t ) 0 0 Ctit^Cill^i'^ft^-K i c vftSlf#1-§„ 
m3Km~tm(Dif^ — y<Dy : ^^^4 y 5, 6 £©|^l1i©er — * (EK 

B) fcSMbfck bT*x &£>©«#■*-* >J- 7*-. >»-l«*-*ffiMTl!i 
F*— (K (t) 00) *Bt»t-SC^4«T!&ftVN. HfCU^-f^tlfc 

K*- (k (t) oo) switschtf-egf, lE^ft^jft^-r-s^w * 

3ft'J>ft< bT. #o&£fcjEMSttjN#©*j&*«*qIte2: bfc*-:c y **£j|lfc*- 
— ft @B(fr * £ k # WtE k ft * o 

ci©J;dftn>^>^©^>^^U5 i 'r ■ ?-3i v (icv) ftfflv^S £ i: 
f3j;t) N EKB tm*tti=i>7->y<D^jE=i ¥-%mffi1r%Z bWX-gZo MX. 
&BI2 1 1 BtSt*5Cs a^WC 1 k3>f>5'C2 hft^ 

n^tL©n>^>^^-ftmt#orfgft*3^'fb^-^n y * (EKB) kkfctcfll 

«. EKB h Ha ■^■'fb 3>T>iy©?K — {4 "5J #6 D n itl^EKB^f^BJi 
ft 5*^ -f * TJ &jRJ/S T- g * 3 £ til ft 3 o 

-f ^er^y^-r -f-^ytm (icv (c l , c 2) ) *«nWf*»fi6i:-r*. 
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te&s (ICV (CI, C2) ) « % 3>r>'>;CU3>r>5/C2l3^yi/ 

3-m%t%m^xw]-W£ ti&^i y^y vo^ -f • ^acy^fc-cfc* 1 c 

V=hash (Kiev, CI, C2) §^bT^§, EI 2 1 B ©ttfifcfcfc^T, 
^^^1 CliiEaC3>r>y 1 fcn 2 3>7>yCl 

k3>7 t >yC2 KS^T^fifc^ftfcf i/^^'J^-f -^ivy^il (ICV 
(CI, C 2) ) ftfemZtiZo £tzs ^r^72 KBtjESJcn 1 j&Jfg. 

CV (CI) ) #te#fl£ft-5o £<D*|J58K::|3V>T* ^ 5* 4 T 1 IdfeM $ Utz { E 
KB, 3>7>V2} £*5^T2{3=7tf-L£:£-r.5i: s ^r-f72^ =J > 

s^iy^ J: icv (ci, c 2) 

ft >K 5 s >c :r£;|&$i£2xTM.g>K i c v (CI) tmtt:*), =i>7->y<D&M 

CVTx^ftlfiUt, £fi£l CV fcfciWl C VCD-gt^fiJgiJb. -SLfc^ 
#5fe^^^7 bft i^*g/$£:1--g> £ tizX t)s tf— ©n y^-yycDW 

* (ICV) **&»i*^>4'*^«)fe5 ? — ^tS'C5V> , r^J58r-5«J56fcUT 
tct^. t&btICV = hash (Kiev, counter+1, CI, C 
2, •••) tiotttft^iittS. (count er + 

i ) i cvctiji^st i -o^f y hzn&mtLxmfc-fZo & 

* n^^v^o-rv^^u^-f • (icv) Zziy^yyt 

U^-f •^■ss'^fi (ICV) *3>5 1 >5;fcttsij©pt7 s -rT±ic«»"r4«lfift 

H (ICV) Sttiti i: I C !f KJ; D &^fti5 Rjf&4$# 
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^.{S check- in/check-outs move) t I C V %i&m T -S^fiK £ f § d £ iz J; D n I 

c v ©g^fcgaixtf n > ^ > y ©&m?- x. * 9 w rjii t & s « 

tr— KutiRoi: £ft-?:v^vM 5 s -f 72201 113 > 
©n>^>^{-ii'r-2.'i'>^^y^^ • ^y^is (icv) j.— if*»a* 

tTi'-fe^tSi fcoWWSft&VMft;* hvi/Vlc^^f ^ 72 2 0 2C 
<fc3^IE&^ >5 i y;5 l -f xy^tf (ICV) ©»&£B6 

jhL^^ot-fe^o £©<t5 &$ts£j: lt^.^»J^ii^r^722 o-i.&«»bfc5* 

;W^* s ^r>f72 2 0 1 <OB5fe*HfTf hv^VTJ&SPCU if — 

IE ft 3 tf-n > ^ > y & £ V^ «3fem n > =r > V <DW£. £ EftJJtT:- g § 0 

Bg-^gt^;i/— b ^r— s ^ — „ v — 7*—m, m 3 or>mmy v — #iasii b 

-k> ^—zmft^mfc*— y * (ekb) fcfc*fcfflHtfliLrffi.«'r*#i 
j*f=>v%titt9ibT&&36»^ h*— «*^*bT^si«jHy y-^tag**^ 

ei 2 3 \zmmy 5 s - y ©#Dg©-#i£^-r 0 02 3 t*5v%ts pg 

JBV 'J — «l3e©«±©CH:, )V- h 3r — K root2301 tfmfe£ti. WT© 
+ H — h*^-2 3 0 2 #KJ££*U *TI6K:ti N y— 7*— 2 3 0 3# 

ZZ-Zs ~Wh bt^±^^e,BM|g@©fe^ K&ft^ri y ^— h* 2 3 0 
4 h bTiS^t-^o f&fr-£lf§Mjgg©y- K©#^S^^*^=ry ©^-f * 

— Hx y— 7»4s ^©^^rry t-^^n^^>'\'-i > ^i3i3^-^y-h*^t>*y^- 7 ^ 
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MZ.&m2 3©S8MS1© 1 o©>> — K2 305fct±*5r:Jy [*^y*^-f 

d£4i) ] ifimmzn, c©/'-i«ttTi:a44>'-iJ N ij-7ii^u 

y^fctefflbfetK^ft^w^fe^trAT^y — h-x(i'j-7i:L 

Tss^snso f 2 3 o 5 y*^ * y ^©#^rf y 

M®*»6jR©^Ttt©S&1?-^ , A5 i rf y y - K 2 3 0 6 h LTf^-T 
h* 2 3 0 5©2®T©>'-Kfcx ^t'JXr^ f^Sttfflbfe^W^Cif J 

£ £> -tf-^^rf y >> - KTJa^M^fllS©^- J* 2 3 0 6^Tfc N Sifc^ 
fflSOA^rf U fc-&*n4 ; 9JS6M«lll#S«BS©y- F 2 3 0 7 &m%.£ti, 
*6t-€©Tffifc x M^£*«Bttg*E©*;r:Jy testis [PHS] 

h* 2 3 o 8 t im&mmi k 2 3 0 9 c 

•zmmmiiLs wmm®., a *^f±iMfctf- {£Sc©#& (^^^« 

* r ^ ij ^ - K S - * - ClRjIt « A*»X Y Z « ffl ©IjS^ 

©&* nrs-fbn >7 i >^©iaft > »a wiM*— ©e-©x m*t4m^ ^©nt 

(EKB) ££j*LTIB<&U Mv'-I'filTOT^^KJItUCftifllfl! 

^fc^nfcA^rJ'.K $>^)V , »{±-y"^"ij5 i riy©||^y — 1* ^ L TiS^"^" -5 fitfiS 
t-SCfctckDx a^rfyg^ fcS^fcfc-U-r/a^rf y&© 1 o©Hj&y- h-£<g 
It4^-i-x n>^>^7'D>'W ^^*s^©y- H^H^h-r^^^ib^- 
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7U y# (EKB) ££e£LTs M£kJ — K WTtltSr-'W X 

•fZffif&ftvSmttl MjSU — FfcJl^&^fffe©*^:* >J©y- K^js-ra.^ 

(*) i£ © H IE ^ n ^IgtDE* — . 

^fit^^^r-s rn ^7 A^-^^ot^b^-^D y ^ (EKB) ttblzm 

(EKB) h fcfefcaMB "T $6K, #»tt#S;s fcStMi 

r^Jf-f - f xs»^« (ICV) §n>f>^ b feflBS&tt. & 3 v» te 

a-r-SIS^^- KJBtT©;- K U-7 SW^©^^ ^K:R^-r*«»J*i: b& 
©Tfs #ArJ , ;<OfI«#aiK:^afl3*-7ns'i' (EKB) fcifefigbT^ 
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iTc*«T;w^t*t l x mm? 3 c: t &mm £ & * . 
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HuiBPtJiy y — mat© i -2<Dy-Y%m&;- k t is in^^- HoTttc 

< fcfcv^rixfrScHarb&JIffr^- h**-^ RJ5*r>> — 1* iOl/— 7© 

- * ft £ /$ b x is m r -s mm £ % ? z> z t & # m t -r 3 tn to a ^> ^ ^ a » 

2. KTlB^-f ^C*W-*«flBM«l31#®tt> iaB*»fl3* — y ? (EK 
B) ©fliafcJiSK BfflBMff^- K L> »3t» bfcJEtfy'- H*- fc: 
J: D tulBBt-^'fb^ yHz-y^-*©i*5&£fTT*#jaT?&SCfc&W«fc**-* 

3. ursa* s?^— *fct N :3>y>y7 s -*£«-«t"r*fc«>©«-^«fcbT 

V^Vy^-TJfeSi fc*W«i:-rs«*©«SH» 1 Steffi*©* 

A o 

6. Kfffl* yt-y^-^tt, rD^^A^-K-CftSJIii&^afc-rsai*© 
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7. mm* -tmm^mz, mm^§mt*-7u *> z (ekb) 
mm* t i>«>^>v^-**«^?-sfc»©«^«fc 

8. mnB* y^-^^-^mm^mtmrn^^^ ^i^^ ^n^nmumm^nn 
mm* y-t-i?7 : -#(Dmm\±, mm* y-t-^^— ^mm^mtmm^^^ 

MIBp< y-lz-:^— ^IBfi^Jgfi, mm* v — £IBfs-r-5 
^) S«J^7WXt43V>-C©^^-^Rrfg^^^Yb^-^D y ^ (EKB) £H£-Sf>fb 

^ i mizmmom iM^xfA, 

t r * it * © $s bs m i £ t IB m © « $s m m * =r a 0 

i 2. i ^±©$i^£tifc7^w ^k^t©^.^ Rrti«:Bt-^'fb^ y-fe-^^ 
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Ufc^aMb*— :/n 3/* (EKB) HfTlSlIfry — h* (3 

HUBBUB V y ^ - KKIf©^- F=¥— 

^5aa * ^ y r t & m -r z mmmm 15 & . 
i 3. BuiB^jaa^^y r« N 

uaaws»-fb^-^n y ^ (ekb) oommizz buibmut^- k*— *bi» 
■fe-s?^— ^a-^x^y ytz^tsz hzmmt? %m&co%&mm 1 2££satt 

1 6 . luiB^ !f -fe — 5?^— ^tts n^^y®^ yrWr-i • ^xy^-fifi (I 
CV) ^^r-T?a&SCl fcfc«f»fcrSS!#©«gH$S 1 2Jgfc|B«©ra*fll3I# 

o 

1 8. t&ffi* y-te-s^-^ffifflHMSBx BfjlB^^Yb^-^D y> (EKB) fc > 



WO 01/78298 



PCT7JP01/02866 



40 

iffli 1 2®tiB«cDti^^a^^ 0 

2 0 . mm* v^—i?7—*mm^mbmm7^4xmiztem?£z>tpmy : ^<<( * 

huib^ y-te—it^—zmm^mt, mm* y-t— *&iE{fr-5 

3 Bi&^>'w;*fc:fc^T©^^f&&^^b^— yuv z (ekb) tm-^-it 

2 1. y t -*%mmi,tzmmmMmfcX'%> ^ 

bfc*r$j-fb^— :7a y ^ (EKB) fc % 

mmtTzmmmuMfoo 

iuS3fsf$g§S^i&#:«s $&Cx MIBrj — t J: otBt-^-fb^tLfcBg-^ 
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Tyy*—%mn-tzrzisbizmmgn2>m%)i\j*—7'v y $ (ekb) 

24. mmmmmmmmt. zziz, uy^yycpj >r^'jr^ 

(i cv) 5 :^ -^*^&iSirtLTv^^^^:&iltm^:•r^K^cD^gH^2 lgittB*© 

tS3ElBfi&£ffco 

2 5. Bf^Yb:? >^>y5*— *©^§#L3l£3 > t^i — # • <>^TA±tHf?-& 

1£§fc©ll&;f>er;W y — 7 £ LfcPgJiy y— 1lf*g© 1 o©y — FftH^y 

:7!*i©; — K^-©4>& < ftfr&MirbfcMir; — P*-t« 

b"Cs R£Ol/— — H* — fcSVMiy — 7* — £ ^ TlM'fb bfc^i'$J<^b3^ 

-:7 r Dy* (EKB) ©«#«L3fflte:,k tK JS*r;— F=¥~ JS*?^- F 

hu IB 3 ~> > y — Iz. t) BuIBBt-^-Ybn >f SHIrtS^rf 7i: 

& c & w a t -r -g, r d ^ 5 a mmmfao 

®i&©ll&3 7^-f y — 7 t bfcBJly 'J — *im© loo; - b'SMy 

- Ki: bs mm&s- wrmzMifegftz; — K£«fc'tr y — 7 t ^ota^ 
ns^v- :ri*j©y- F3r— ®'j>& < ^^^-rn^^M^fbfeH^f; — 

^Mfr;- F^r-S^^;i/-r©;- h*^-feS^ttU-7^r-^ £ t^TBt^<b 
bfc^^J<b^r-^D y £ (EKB) £%&mLs 

iz b t IB m i- 3 «t 5 & f c i: ft « » £ f § IS SEAL 3 * & . 

2 7. ±B3^ vte-S^-^Bu nV^^yv 5 — ^ft«-^-r*fei60«#ttJ:b. 
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2 9 . ±13^ y -fe — ^t* — rr>^>^c?)'i'>'7 1 ^ , U7 1 ^ • ?-:c y ^li (I 

^ o 

3 0 . mm%3#i}1k*-7v y{? (E KB) t s 

3 1 . ^©H&St^'W x£ U— 7 t LfcPgJf y V-m&<D i O 0;-^i 
$Kb*-^Dy* (EKB) (Dm^mmZfto Z£lZ& !) N ±§Bjg$M-F*- 

r ^ $ ts c t & # m t -t % m m m m # m 0 
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[2 0 0 1 ^7^275(2 7. 0 7. 0 1 ) g|S*^SS : &rLl^fi! 3£©$gH 3 2 RlS 
3 3 tfltoTi. k>*ltz ; {fe(Dii;fc(DiBlSI;*Mfc L. (31) ] 

2 9 . ±!Bp< y-fe — ^t 1 — 3>r>y©^ >T^'Jr-f • (I 
CV) £M*--T&3;i££#^h-r3lfi;&0tEfflfg2 6££flBft<Z)fi|$M!L9l£ 

o 

3 0. mmmmihz—T'v * ? (ekb) 

ffl ^rtgft 3 > 5=- > y *~ 1 mm=i y ^ > y <b b feie-^^b nvfvyt 

3 1 . li!0S%5r;WXl'J-7 h UfePBJBy U-fltJi© 1 offly — F£IK 
j^y — P tUs ^3Sj&^— F©T{££?t?ig;*ft£ y — K43 iV'J- 7Kioti 
J$£*i3£OV— ri*|©y- K*--©'J>& < ii^V^-rti^p&Mif UfcBffy- K^P 
rfcWLTs — r<0>— — & Safety — 7*— «fc oTHf-^-fb b&:& 

jft-fb^r-^ny^ (EKB) ©tt-#8LJffi£*T5£fcfc«fc ±gBH$r^-h*= 3 P- 

* — il b T ttffl "T h n > 5=- > 3/ 3r - £ & f# f £ 3 > =T > V 3r - %tt * ^ y 7* x 
fulSn >5r> y — £ «k D tulBBt-^-'fbn >t^> ^©^-^^Hfj-r^^fT^^y 
r £ ft ^ tr £ i: * W tic i: f a « ffi ML a * & . 

32 . (jiAn) i w±©jiiR£tifc-7^w ^iz^^rco^mm^mt^m-^it^ v 
©y- F^r— i:*^^ ^©^© y — 7*— ©n&3*— -fe y h te^ti^tiu^ 
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fufSPfJiy U — «3S© 1 o©>> — K&IRj&y — K fc KOTttfc 
Mm £ ft * y - \*R V V - 7 IZ «fc -3 Tfit/£ $ ft 2 iOl/- ; - F *-©'i>& 

^K*~&£^&U-:7^-fc£^TB^bLfc^^b*~:7n (EK 
B) £ £ <& 53, iusBMHf^ — l*.df— Kii ^ti^ft LfclfiH&'fb.X y-fc 

tt^ — F* — &wm LTBg^b^ftfciuISMfM- F=¥ — ft 1 o£t±$Ma&fls 
^r-^Dy^ (EKB) 2lft^fiftf Sfcftt^ ±IBBf-^<b^ y-fe — V? — * fc_t 

ButBJtiR^ftfc^W *fci N 

tulB^iR^ftfe^^W ^©^*s^% bTV^§luBB d F•--k * h^^BufB^-fb^- 
3 3. (Bin) *»©S44r;W74 UfcfgJlS/ U-flHifcfctf-** 

^ft^ft^^^ftxfe Dh ^©-5 -fe© i oiitts^-t y hBn^afc, 
fcsv^M^ft**— c «fc *k Ht-^^b^— ^ftm-^-fb-r-sug-^^a. 

tare My y-*ae© 1 ^©^- ksibjSu- k t Rw^y- K©Tffit 
a^^s^- HSVij-7t <fc^Taj$£ft3^;i/-:7i*i©y- f*-©^ 

ajR^ftfc^-f ^^©t^w *#«*LT^&^ u-7*- N a&S^fct^ 
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i 

:/ny* (EKB) tZ^tsm^fcr — * CMIT, tufa*— fe «y hS3tt#S» 
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